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GPGAWIN User's Guide

GPG4WIN is an installer package for Microsoft® Windows operating system
(9x/ME/2000/XP/2003) that provides several modules. These modules are aimed in
implementing OpenPGP Standard (RFC 2440') for e-mail and file encryption.
It means two things:
1. everyone can use GPG4WIN and its modules to encrypt e-mails and files;
2. GPG4WIN is compatible with other software that conform with OpenPGP
Standard.

The GPG4WIN modules are:

Module Name Description

Is a free software replacement for the PGP? suite of
cryptographic software, released under the GNU

GnuPG? General Public License. GnuPG is completely
compliant with the IETF standard for OpenPGP.
This module is the core module; this is the actual
encryption tool.

WinPT A key manager and helper for various encryption
matters.

GPA Another key manager.

GPGol A plugir_l for Microsoft® Outlook 2003 (e-mail
encryption).

GPGee A plugin for Microsoft® Windows Explorer.

Sylpheed-Claws A complete e-mail program with GnuPG plugin.

Depending on your requirement, you can install all or some of the modules, except for the
GnuPG module. It is the core module that must be installed. If you are not sure which
modules to choose, you can refer to the following tables:

If you ... install the following module(s)

want to use the GnuPG command
line tools only GnuPG

have an e-mail program (Outlook,
Thunderbird) and want to encrypt e- GnuPG, WIinPT or GPA
mail and files

' Refer to http://tools.ietf.org/html/2440 for detailed information

2 GnuPG is the GNU project’s complete and free implementation of the OpenPGP standard. Visit
http://www.gnupg.org for more information

% Pretty Good Privacy (PGP) is a computer program which provide cryptographic privacy and authentication.
Visit http://www.pgp.com for more information
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have an e-mail program (Outlook,
Thunderbird), want to encrypt e-mail
and files, and want a quick access to | GnuPG, WinPT or GPG, GPGee
right-click context menu in Windows
Explorer

use Microsoft Outlook 2003 and want

to send e-mails using GnuPG plugin GnuPG, WinPT or GPA, GPGol

want to use complete e-mail program

with GnuPG plugin GnuPG, Sylpheed-Claws

want to use all the GPG4WIN

All modules
modules and features

Note : This document (version 1.0) will describe the third option, which provide a good
compatibility for most of user’s environment.

It is a good thing to understand some basic principles and concepts of Cryptography and
Public Key Cryptography before using GPG4WIN (or other PGP/OpenPGP related
products). You can find a good documentation here:

e Applied Cryptography: Protocols, Algorithm, and Source Code in C, 2™ ed, Bruce
Schneier, John Wiley & Sons, 1996; ISBN 0471117099. If you are going to a remote
island and could only pick one cryptography book, this is the one.

e How PGP Works, http://www.pgpi.org/doc/pgpintro/

e Public-Key Cryptography — Wikipedia,
http://en.wikipedia.org/wiki/Public_key_cryptography

Obtaining GPGAWIN Installation Package

You can obtain the latest GPG4WIN Installation Package here:
http://www.gpg4win.org/download.html

If you want to verify the installation file integrity, you can use one of this small program to
compute the installation file checksum* value:

e Microsoft FCIV, http://support.microsoft.com/?kbid=841290 or
e MD5sums, http://www.pc-tools.net/win32/md5sums/

and compare it with the checksum value posted on this site:
http://www.gpg4win.org/package-integrity.htmi

Installing GPGAWIN

Before installing this program, please close all of other applications, especially Windows
Explorer and Microsoft Outlook.

* Refer to http://en.wikipedia.org/wiki/Checksum for detailed information about checksum.
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To install GPG4WIN, just double-click (or run) the Installation Package, and the installation

process will start. You need, of course, administrator/power user privilege to install
GPG4WIN.

Step 1:
The installation window will appear. Click ‘Next >’ to proceed.

B GnuPG For Windows Setup I ][5

Welcome to the installation of
GpgdWin

GRUPG is GMU's bool for secure communication and data
storage. It can be used ko encrypt daka and to create digital
signatures. It includes an advanced key management Facility
and is compliant with the proposed OpenPGP Inkernet
standard as described in RFC2440,

GPG\\“WiN -

This is GPG4WIN wersion 1.0.2
file wersion 1.0.2.307
release date 2006-05-30

Cancel

Step 2:
License Agreement window will appear. Click ‘Next >’ to proceed.

# GnuPG For Windows Setup =lolx
License Agreement o
This software is licensed under the terms of the GRU General Public License (GPL) K iy ‘

which guarantees your freedom to share and change Free Software,

Press Page Down to see the rest of the agreement.

GMU GENERAL PUBLIC LICENSE d
Yersion 2, June 1991

Capyright {C) 1959, 1991 Free Software Foundation, Inc,

51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyane is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

| The licenises for most software are desianed to take away your =l

In shart: You are allowed ko run this software For any purpase. You may distribute it as lang
as you give the recipients the same rights you have received.

[dulsaft Install System vz 06

= Back I Mext = I Cancel

Step 3:

You may choose which components to install. In this document, we are going to use
GnuPG, WinPT, and GPGee.

# GnuPG For Windows Setup =lolx
Choose Components o
Choose which Features of GnuPG For Windows wou want to install, K iy "

Check the components you want to install and uncheck the components you don't want ko
install. Click Mext to continue,

Select components ta install: PG PDSS_:rIDtlon

sition Your mouse
GyEr, & COmponEnt b
see jts description,

MinFT
GPGee
[] svipheed

Space required: 6.3MB

[dulsaft Install System vz 06

= Back I Mext = I Cancel

Step 4:

Page 3



GPGAWIN User's Guide

Pick the destination folder for the program. Click ‘Next >’ to proceed.

=

Choose Install Location
Choose the Folder in which to install GnuPG For Windows., {.3)

Setup will install GhuPG For Windows in the Following Folder. To install in a different folder,
click Browse and select anather folder. Click Mext to cantinue,

Browse. ..

"Destinat\on Folder

Space required: 6,3MB
Space available: 9.0GE

IHullsoft Install System w2 08

< Back. I Mext > I Cancel

Step 5:
Pick your favourite link type. Click ‘Next >’ to proceed.

o

Install O ptions
Start links {‘)

Please select whers Gpgdwin shall install inks:

W start Menu
I Deskkop
I Guick Launch Bar

{Orly programs will b linked into the quick launch bar. )

Hullsoft Instal System w2 06,

< Back I Rext = I Cancel

Step 6:
Pick the Start Menu folder if you choose Start Menu for your link type. Click ‘Next >’ to
proceed.

o

Choose Start Menu Folder
Chaose a Start Menu Falder for the GRuPG For Windows sharteuts, {‘)

Selack the Start Menu folder in which vou would like ko create the program's shorkeuts, You
can also enter a name to create a new folder.

Accessories -
Administrative Tools

Branch Delivery System

Critical Report

CutePDF

Dupkiler

FastSkone Image Wiewer

FoxIt Reader

Free Download Manager

IBM AS400 CAS

Java Web Start

MediaMonkey =

THullsaft Tnskall Systam w2 06
< Back I Instal I Cancel |

Step 7:
Some notification message might appear. Just click ‘OK’.

'8 GnuPG For Windows Setup x|

Please make sure that other applications are not running. In particular you should close Cutlook and all Explorer
windows, Gpg#uin will try to install anyway but a reboat will be required then.
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48 GnuPG For Windows Setup x|

Trying to shutdown a possible running instance of WinPT,

Step 8:
Now, GPG4WIN is being installed.

=

Installing _—
Please wait while GnuPS For Windows is being installed. (¢)

Could nat load: C\Program Files\GHULGNUPGIGPGee

]

IHullsoft Install System w2 08

= Back liext > Cance!

Step 9:
Click ‘Next >’ after completed.

o

Installation Complete
Setup was completed successully. (

Completed

|
Shaw details

Hullsoft Instal System w2 06,

= Bacl I Rext = I Cance!

Step 10:
Installation is now complete. Click ‘Finish’.

8 GnuPG For Windows Setup — o) x|

Completing the GnuPG For Windows
Setup Wizard

GnuPG Far Windows has been installed on your computer,

Click Finish ta close this wizard.

GPG\\‘fWiN 7 S the READYE Fe

Click. here For the project’s homepage

= Back I Finish I Cancel
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4. Generating/Importing Your Keypair

The very first step in using GPG4WIN is generating or importing your own keypair.
Generate keypair if you do not have one. If you already have your own keypair, please jump
to section “Importing Your Keypair”.

41 Generating Your Keypair

Step 1:
You can start this process by selecting WinPT from the Windows Start Menu

z [} &) snureFag
E Programs [Z] Gpoawin README
\zfj Dottmacts GPGee Manual
% Settings 4

Run the Windows Privacy Tray key management kool This is 8
@ S y | |versatile key management and encryption tacl.
@ Help
@ Run.
& Log Off satria, mulyawan. ..
i shut Down, .,

mu = & “ @Prui..‘l 3Mses.. | |

Step 2:
Choose ‘Generate a GnuPG key pair’. Click ‘OK’.

(¢ Generate a GhuPG key pair

" Copy GRuPG keyings friom anather location

ok | Cancel |

Step 3:
Enter your real name and your e-mail address. Unless you have specific need for RSA keys
and other expert setting, leave the ‘Prefer RSA keys’ empty°. Click ‘OK’ to proceed.

Key Generation Wizard x|

Narne and E-Mail Azzignment

Ewery key pair must have a name associated with it. The name and
email addrezs let your comespondents that your public key they are
uging belangs to us.

Fieal name:

By accosiating an emai address with your key pair, vou will enable
WINPT to assist your cormespondents in selecting the comect public
key when communicating with you.

Email address:

[~ Prefer BS54 keys

Ok I Cancel Expert

® For those who are curious enough, GnuPG use 2048-bit DSA and ElGamal algorithm, as specified in the
OpenPGP standard as mandatory asymmetric algorithm.
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Step 4:

Now you have to provide a passphrase® that will protect your secret key. Please note that
there will be no way to retrieve or reset this passphrase if you forget it, so be very careful.
And one more thing: pick a long phrase that hard-to-guess. Click ‘OK’ to proceed.

Key Generation x|
Enter Pazsphraze

¥ Hide Typing

oK Cancel |

Step 5:
Re-type your passphrase for confimation. Click ‘OK’ to proceed.

Key Generation il
Repeat Passphraze

v Hide Typing

ok I LCancel

Step 6:
GnuPG will create your keypair by generating some random bits. To increase the
randomness (and also increasing the keypair quality), you might want to try some of these:

- moving your mouse randomly

- typing random character using keyboard

- opening a large file

- running a resource-intensive program

Key Genetation - Progress Dialog

R N S R o S TS TR T

3 CobhER bR bR
bttt bbbt bbb
......... FhbbL b

e o5 o GHRETR G G o e e e S e e <. t+++4

Step 7:
The key generation process is complete. Click ‘OK’ to proceed.

GnuPG status S|

Kew Generation conipletad

Step 8:

® Passphrase is similar to password, but (should) consists of two or more words. In means that passphrase
should have more characters that ordinary password. You can read tips about passphrase at
http://www.iusmentis.com/security/passphrasefag/strength/#Howdolmakeastrongpassphrase
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Since your keypair (and your keyring’) is an important part in public-key cryptography, we
strongly recommend you to store your keyrings in a backup media (floppy disk, CDROM, or
other removable media). Losing these keyrings means: (1) you cannot access your
encrypted e-mails and files and (2) you need to re-distribute (or re-publish) your new public
key. To back it up, choose ‘Yes'.

Please note that your private (secret) keyring is protected by your passphrase, so it would
be safe enough to back it up in a common backup media (assuming you pick a good
passphrase in previous step).

WARNING - Important hink ) X[

It is STROMGLY recommend that you backup your keyrings because they both contain YERY imporkant data.
Remember that your hard disk can crash or the files can be deleted by accident; sa it is a good
idea ko store them on a different mass stoarge like a Floppy or COR!

Backup your keyrings now?

fes Mo |

Step 9:
Now, you have two different keyring to backup: a public keyring and a private (secret)
keyring. Choose your backup media to store your public keyring,

21
Savein I@‘My Computer j &= e '

éS‘fﬁ Floppy {a:)
=3 System (i)
\=IDATA (D0
@Compact Disc (E:)

File name: I j Save I
Save as type: IAII Files [* %] j Cancel |
v
Step 10:
and your private (secret) keyring
2]
Savein I @‘ ty Camputer j Lo i '
éS‘fﬁ Floppy {a:)
=3 System (i)
\=IDATA (D0
@Compact Disc (E:)
File name: :5::.: n j Save I
Save as type: IAII Files [* %] j Cancel |
v

7 A keyring is a collection of several keys
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4.2 Importing Your Keypair

This section is only intended for those who already had their own keypair before WinPT
installation. For example: veteran GnuPG command-line user or PGP Desktop®.

Tips for PGP Desktop user: You can import PGP Desktop keypair/keyring by simply

renaming the pubring.pkr and secring.skr to pubring.gpg and secring.gpg. Then, you
can import them using steps below.

Step 1:
Start the WinPT Program.
= o 5 fl &) cursFag
A Frograms Gpgein README
-—
o] @ GPGee Manual
z @ &, winet
by % Settings 2
Run the Windows Privacy Tray key management taal, This is 3
@ s b versakile key management and encryption tool,
g @ Help
A4 Run,
: & Log Off satria,mulyawan..,
' Shut Down, ..

[ )

Step 2:
Choose ‘Copy GnuPG keyrings from another location’ and click ‘OK’.

WinPT First Start

" Generate a GruPG key pai

' Copy GrhuPG keyrings from another location

()8 I Cancel

Step 3:
Browse to your public keyring location. Choose that keyring and click ‘OK’.

Please choose your Public Keyr

3 2]
Laok in: I@gnupg j & %k -
| pubring.gpg
@ SeCting.gpg
Q trustdb.gpg
File name: I j Open |
Files of type: IGPG Keyrings [*.gpg) j Cancel |
™ Open as read-only
4

Step 4:
Browse to your private (secret) keyring location. Choose that keyring and click ‘OK’.

® © PGP Corporation. All rights reserved.
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Look in: | =9 DATA (D) x| o« &k E-

3| pubring. gpg
| secring.gpg
9 trustdb.gpg

File narme: I j Open I
Files of type: IGPG Kewrings [*.gpal j Cancel |
™ Open as read-only
4

Step 5:
Right-click the WinPT System Tray icon and choose ‘Key Manager'.

|Win|:|n:|ws Privacy Tray «0.12.1 |

DBV 1420

ager
Card Manager
File Manager

Edit Clipboard

Clipboard 3
Current Window »

Preferences 3

Step 6:
You might encounter this message if WinPT cannot found ultimate trusted key in the current
keyring. Just click ‘OK’ for this message.

@_,._‘_Key Manager il
Mo ulkimately brusted key Found.
Flease set at least one secret key to ultimate trusk.
Step 7:

In the Key Manager, right-click on the key and choose ‘Set Implicit Trust’. This key will
become valid and have ultimate trust properties.
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SI=TE

File Edit View Key Groups Keyserver GPG 7
2HERS SHE
Usger ID I Key D Type I Size I Cipher I W alichity I Trust I Creatior I

Catherine Dee <catherine. des(Ges o

el co LIS jas D G None None 23-Jun-0E
Ky Attributes »

Copy Key to Clipboard
Paste Key from Clipboard
Send Key ko Mail Recipient

Add 3
Key Edit

Sign

Revoke Cert

Delete

List Signatures

Eratile

Disable
Default Key: 0x28E4FA45 Set Implicit Trust 1 keys

Exporting/Publishing Your Public Key

Now you have your own keypair: a public key and a private (secret) key. Bob, for example,
will need your public key if he want to send encrypted e-mail to you. So the next logical step
will be exporting/publishing your public key so that Bob and everyone else can send
encrypted e-mail to you.

Exporting Your Public Key Into a File

Step 1:
Start WinPT from the Start Menu.

[ &) snurcFag
GpgAin README
& cPGee Manual

2, wirPT

Run the Windows Privacy Tray key management kool, This is 8

Search y | [versatile key management and encryption kool

o
L
% Settings r
N
a

: & Log OFf satria.mulyawan. ..

§ Shut Down, ...
[t | @ @ || Bymor] 2w §

Step 2:
Activate the Key Manager by right-click on the WinPT system tray icon and choose ‘Key
Manager’

|Win|:|n:|ws Privacy Tray «0.12.1 |

DBV 1420

nager

Card Manager
File Manager

Edit Clipboard

Clipboard 3
Current Window »
Preferences 3
about...
o Ext
5 =k 0811
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Step 3:
Choose ‘Key > Export...” from the menu.

@..,__,_Ker Manager
File Edit ‘iew | Key Groups Keyserver GPG 7

=5 @ m e 3
User 1D Edit
=51 Catherine 3ign

Delete

Revoke Cert

List Signatures
List: Trust Path

Impork via HTTP...
Irnport,..
Export...

Export Secret Key

Properties

Refresh Keys (Keyserver)
Reload Key Cache
Rewverify Signatures
Default Key: DxZ8E4FA45 |1 secret keys 1 key

Step 4:
Name the key and save it.

@..,._‘_Ehoose Name for Key File 21
Save in: I@Keys j - £k Ed-

#lice.asc
Eob. asc

File name: ICatherine_D ee.asc j Save |
Save a3 ype: |,£\|| Files [%%) j Cancel |
&

Step 5:
Click ‘OK’ when the notification box appears.

&, Key Manager . x|

Kevy(s) successfully saved in 'Di\Keys\Catherine_Dee. asc'.

QK |

Now, you can send this file to anyone that need your public key. You can do it by:
e attach the file to your e-mail

e copy-paste its content (it's in ASCII format, just open it with notepad or other text
editor) to your e-mail text

put the file or its content in your website or weblog
e putitin removable media (floppy disk, USB flash, etc.) and circulating it
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9.2 Publishing Your Public Key at Keyservers

If you want your public key to be recognized worldwide, you can publish your public key at
some internet keyservers.

[this section is not complete yet]

You will need Alice public key if you want to send encrypted e-mail/file to Alice. You can get
her public key by asking her to send it to you by e-mail, or download it from keyservers or
her website/weblog.

There are lot of methods to obtain Alice’s public key. But whatever method you choose,
make sure that the key is *really* Alice’s, not key from someone else who pretends to be
Alice.

Usually, public keys are distributed in small file with .asc extension (e.g. charlie.asc for
Charlie’s public key). But if Alice sent you her public key embedded in her e-mail messages,
for example :

From: Alice

Sent: Tuesday, 27 June, 2004 13:48
To: Catherine Dee

Subject: My public key

Hello,

I have already read your messages. I will send you the files as
soon as possible. Meanwhile, here is my public key:

Version: GnuPG v1.4.3 (MingW32)
mQGiBESbgegRBACUSFAyzJYpy/L1DNSkCyLO4/0afgifLwVt 63RA8BhPHMkIS5GSZ
ohlEL9uCNKhSpRTmhWP3EzVHYsU3VplO7MNEcz20AaUUDYtxpwKNrRFKPiR4M3 /T
603xal3IXN1X3WRT/3sz12FKORqISQQYEQIACQUCRJup+wIbDAAKCRDMCGMQIAMS
KJorAKC57QgBgDeROM9fzcGnwA2+hLBd1wCgrEXeqCr27ixJOWA+OOChi 6tL84w=
=8R5H

Allright, that's all for now.

Regards,

Alice

then all you have to do is copy the bold lines (from —-BEGIN PGP PUBLIC KEY BLOCK-- 10
--END PGP PUBLIC KEY BLOCK-- ), paste it to your favourite editor, and save it as
alice.asc file.

After obtaining Alice’s public key file, we need to import it to our public keyring

Step 1:
Start WinPT from the Start Menu.
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[l €] crurcrag
Gpgein README

@ GPGee Manual

Run the Windows Privacy Tray key management tool, This is 2
Search b wversatile key management and encryption toal.

: & Log Off satria.mulyawan...
E -Y‘ Shut Dowrn, ..
I;gstart = @ |J @Pru]..‘l 3fses .| |

Step 2:
A WIinPT System Tray icon will appear in the bottom left corner. Activate the Key Manager
by right-click on the icon and choose ‘Key Manager’

|Winn:|-:uw5 Privacy Tray «0.12.1 |

}@@@Q@% 14:29

k ger

Card Manager
File Manager

Edit Clipboard

Clipboard 3

Current 'Window
© Preferences 3
© About...

Step 3:
From the Key Manager menu, pick ‘Key > Import...’

(Rreymanager EEE
File Edit View | Key Groups Keyserver GPG 7
=3 @ IE Tew 3
User D Edit ey O | Type | Size | Cipher | Walidity | Trust | Creation I
& Catherine Dey 210N POE4FA45S  pubdsec  1024/2048 DSAJELG  Ulimate Ukimate  23-Jun-06
Delete
Revoke Cert

List Signatures
List Trust Path

Import via HTTP...

Export. ..
Export Secret Key

Propetties

Refresh Keys (Keyserver)
Reload Key Cache
Reverify Signatures

Default Key: 0x28EqFAS T secret keys 1 keys

Step 4:
Browse to the public key file, click the file, and click ‘OK’
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@,_}_Ehnnse Mame of the Key File

Look in: Ia Keys j - (Ed '

2

Alice.asc
Enob, asc

Computer
File: name: I

Lel Lo

Files of type: |40 Files [+
I Open as read-only

Open |
Cancel |

&

Information about the public key will be displayed. Click ‘Import’ to proceed.

Step 5:

x
Uszer ID | Size | kep D | Creation | Tyne
Alice ¢alice@somewhere net> 1024/2048  0x365CT23C  23-Jun0B DSAEL
4| | i

File cantainfz] 1 keyls]

Import | Cancel |

Step 6:

Key import statistic will be displayed. Click ‘OK’ to proceed.
Nurnber of public keys I
Imparted public keys IT
MNurber of secret keps ID
Imparted secret keys ID
Revacation certificates ID
Mo [valid] user ID ID
New user ID's il
New sub keys
New signatures

o = =
=

Step 7:

Now, we have to sign this public key to validate that this key is truly Alice’s public key. At

the Key Manager, click the Alice’s key. Choose menu ‘Key > Sign’.
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(@keyManager e

File Edit View | Key Groups Keyserver GPG 7
SUE D >
User D Edit i i
Delste i Ultimate
Revoke Cerk
List Signatures
Ligt Trust Fath

Creation

Import wia HTTP...
Import. ..
Export. ..
Expork Secret Key

Properties

Refresh Keys (Keyserver)

Reload Key Cache

Reverify Signatures
Default Key: 0xZ8EFFAIS [T secret keys 2 keys

Step 8:
At the Key Signing dialog box, choose your key (it might have been chosen by default) and
type your passphrase. Click ‘OK’.

), Key Signing i x|

pub 1024/366C123C created: 23-Jun-06  expires: newer
Prirnary key fingerprint: 11C6 57C4 CEA4 CEA7 8B32 4834 1655 1B59 365C 123C

Alice <alice@somewhere.net>

Are vou really sure that you want ta sign this key with YOUR key?

¥ Sign local only [hon exportable signatuie]
™| Signature expires on |237Jun 08 vl

7| sk for certification level

[ Catherine Dee (10246t D54 key, D 0x2BE4FA4S] =]

Passphraze I
¥ Hide Typing

Show phota | 0k Cancel

Step 9:
An information box will be displayed. Click ‘OK’.

Key successfully signed.

OK |

Step 10:
Alice’s key will now have full validity (see Validity column).
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~loix]

Fil= Edit Wew Key Groups Keyserver GPG 7

~yFQ,) | sEemE

Uzer D Key D Type Size Cipher " alidi Trust Creation

JSA/ELG  Full
DSAELG  Ultimate

Maone
Ultimate:

pub/see  1024/204

Default Key: 0xZ8E4FA45 1 secret keys 2 keys

Sending Encrypted E-mail

Let us assume that Alice and Bob have received our public key, and we also have import
their public keys into our keyring. Now, we can send encrypted® e-mail to them.

Step 1:
Compose your e-mail as usual, using your favourite e-mail client. In this example we are
going to use Microsoft® Outlook 2000. We are going to send it to Alice and Bob

& Information about GPI i =]
JEiIa Edit Wiew Insert Format Tools Actions Help
=2 IS0 (B8] ! | Hopors.. 7| . =

£l | Ibob@glanetearch.com; dlice@somewhere.net
o |||
BEETH ||

Subject: IInFUrmatiUn about GPG

Hello, |

GPG iz stable, production-guality software. It is frecquently included in
free operating systems, such as FreeBSD, OpenBSD, and NetBSD and nearly
all distributions of GNU/Linux.

Although the bhasic GPG program has a command line interface, there exist
rarious front-ends that provide it with a graphical user interface; for
example, it has been integrated into EMail and Evolution, the graphical e-
mail clients found in the most popular Linux desktops KDE and GNOME. For
GNOME, there iz a graphical GPG front-end called Seahorse. L plugin known as
Enigmail allows GPG to be integrated with Mozilla and Thunderbird, which
works on Microsoft Windows as well as Linux and other operating systems.
Teb-hased software such as Horde also makes use of it. MNote that, because
the plugin mechanism is not part of GPG itself and not specified by the Open
PGP standard, and because neither the GPG nor Open PGP developers were
inwvolwved in their dewvelopment, it is possible that GPG's security benefits
could be compromised or even lost as a result of using such auxiliaries.

Regards,

C. Dee

Step 2:
Right-click the WIinPT sytem tray icon. Choose ‘Current Window > Sign & Encrypt’.

® GPG4WIN/GnuPG use Blowfish as default symmetric algorithm. Visit http:/www.schneier.com/blowfish.html
for more information about this algorithm.
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Key Manager
Card Manager
File Manager

Edit Clipboard

Clipboard (3
Symmekric Current o

Encrypt

= p Preferences 3
Sign & Encrypt

Sign About. ..
DiecryphYerify Exit

Step 3:
Put check marks on Alice and Bob keys. Click ‘OK’.
@,_,_Sign & Encrypt ll
User D | KeyID | ize_ | Cipher | Walidity
=G siice <dice@samewhere. et Ox2B30CE2F 2043 ELG Full
=z ot <bob@planetearth. comn:: 0493388542 2048 ELG Full

O&3 Catherine Dee <catherine.deet@mymail.... O0«B0BDEASE 2048 ELG Ultirate

I Select key for sigring
Signing key: ICatherine Dee [DEA0:28E4FA45] j

oK Cancel |

Step 4:
WiInPT will ask for your passphrase. Enter your passphrase and click ‘OK’.

@, sign & Encrypt x|

You need a passphraze to unlock the secret key for
uzer: '"Catherine Dee <catherine. dee@mymail. org: "'
D54 key, ID 28E4FA45

Fleaze enter your pazsphrase

¥ Hide Typing

oK | Cancel |

Step 5:
WiInPT wil automatically replace your e-mail message with encrypted messages. Then, you
can send this e-mail by clicking 'Send’ button.

If WinPT does not automatically replace your e-mail messages with encrypted one, you can

manually replace it. This could be done easily by using Ctrl-A (select all) and then Ctrl-V
(paste) combination at the e-mail client window.
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™ Information about GPG - Message (Plain Text) .

=10 x|

JEiIe Edit Wiew Insert Fgrmat|100ls Actions  Help

J §end|n §| ] | ! ‘Ogtionsm 22

Ta... | Ialice@somewhere.net' bob@planetearth.com

. ||

BEES “

Subject: IInFormation abouk GPG

Version: GnuPG v1.4.3 (MingW3Z) - WinPT 0.12.1

hOIOAyF iMkr MMYvELAL+P/ K1pvCihQCAch7oQd9gapt AvinAOMefHTJr 25 INGIUPH
GEsB8y9nChR=s10s+J/ML1UTEs5vaSDnjWOHED zDhDhLiG1Gs4N4EqCVa/ EXQpHVEGL
REeBvIIL170LfEMEC I ShOLJETTATINNIF JEqhCDALfXItepIpL3ZYSr CTD INLYFNeg
40mp3JDPPO0A]IIRE]/ vD1hM2fJodusftoFalat THNA] 2 johe03alrrgNgJCAIVE
SUWE+rdilUvV+4/ x6/ kTH8Jqu7GGmZ ZAQ1ph eGP TI jNevyg9ic/ g7HIxmuepEYUSEGY
/zu9+5x 1hERq4GROD4EyCh A0 zD W9 4e 10swx 4/ IcAghhaG] JE IRt +2Gnb twm+c
LIORILEZTZ+I41BQuYCCH+0oOEr +dwelJHYQ/ oUOWWix/ ADehAdRLBAGE3 GAQOPYJE
SE+UERghWsygSLTSPY7pSLeLEVHTESwvoStpbeYovaKf KT WHIShp 15kgSKk1J GraFPo
kiuMzaCZGxPgED 2t pOPqeEF0EZ COaef9NIN74 15D TLA444L+00akgReDp3 J1TeV3
LLgThDZeTlNNT3L5A7TSCyi03 GNEDHOLaCh, pHITLEGIVIOPZP6160PTidj+EACHm
OvrdPxoNEZvA3FsuOhl517THI3Rae+GEhgl YIS wDx i 6HoniPoek4D JH1LXDEXTwlT
abaxiougThMeh30ff+wk3guPxed47C01726 154N mdh003£rmE 1 X8 En+c3 CF XV ym
7y EmiVENLHICa6 6 EyapV TGS v/ FpvVinu3 cLCPSnogi 10RWSdwGIdP T IVEPPSorvud
AT+u3JW0Z30LsCYOrEL IVnruF B3 i YCJaNEWEZ 2 OEEKTWr05VdILoBe AgTXEynOR 1
45Z1Hd/9gHE 6 INxLzmS g3 jddb 17 yES0z 1PuF iZ2 tkXyyJas 6 DTZy Yo WP kv ICFoxy
G4oZDnDyVFPVCOLjrlluatNodsh 602mM1TIKe3RGRy/ VD IkZufo GNP Ir4x 2
ABZVEBGIXNGZ/KbNLSxeqEhpEll6k I1kA10xGpwAnIaiecW2xsybI5Ut0alzshUPY
mycilleMEZF 7S lvEQTWzSFIUIEZ Gh3gimio l9veAend3 jmiL7gs9rBESY 150he2 Uhr
n3ZGe TUSPmREtdDHE+F g Xz Y YarvRe+ IPmLeko IKS+YFVy/ KnTOA==

=DPEc

L

Alice and Bob will received this encrypted message and decrypt it using their own private
(secret) key. They will also (automatically, by their software) verify your signature in the

message to prove that it was sent by you.

If you are going to attach files in your encrypted e-mail message, you will need to encrypt

the files first. Please refer to ‘Encrypting Files’ section in this manual.

Receiving Encrypted E-mail

Allright, you have successfully sent encrypted e-mail now. One day later, Alice replied your
e-mail using encrypted messages. Now, we are going to decrypt her message.

Step 1:
Open the e-mail as usual.
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™% Re: Information about GPG - Message (Plain Text) = | Ellll

J File Edit Wew Insert Format Tools Actions Help
Jﬁd Reply | 5 Reply to A | 8 Forward ‘ = | b )-)J = it

From: Sent:
To:

o

Subject:  Re: Information abouk GPG

Verszion: GnuPG v1.4.3 (MingW3Z) - WinPT 0.12.1

[=:]
=
(%]
i
=
o
@
o
=
=
wm
wn
e
(7]
m

i

]

]

1
|»

hQIoAITMOrgquwiphEAf+ICLYEITYEzgqx79EATz0] iCe IhQVTuxx p+H+G JHhEWEAm
OEZPVY XN ugmO 10/ ZbmG+0r wSN1Ez 6a0Men3 Z1£2 EvEXVAgNBx YquSEMneG1Voy
Rlz/f3fve3CiUIiuPmQEaVIQISvkI7el A00Fvh ID 6 TWVwnVECVEVhtEifoJCUFIAG
YRRV vF e WEvOHy3 OBME1pU3 BSCathokOYFhWE i 4Hulb i 6nEOghORggxSaali gkRG
i4KrridPBZ1/SegfBoaVEEsThASChyeCPhOYEYToBYI6ESpidWingoxSERalalc
dulgd BgEQSqet QiU kx93 i ShRINSOMNAL/ J TS 6 Zewgl2 AR1vL Uch3 uMNEOjROT
JkgWVapdhSi0NsixTSrolxsHRATSAXESIIREVCx JM1ut OE Ab Jyrum 1 x xRLhSwEJ 1Ge:
da9DrgsYFRrEMA14+vEIND7UxO94+i AInZmE¥p1DEHzd3 ki i/ dUKMASr i0MVTa3 KSNZ
fvokiNIpgwMenivlazehdhkeshakDPEOLODagkZaa0y/ ACp JEnkNIEJOBApIvI o
NEXHIrw4Ng7IQ4L3 LAZEWGY N+ e PLIEnvEEInD I ZNZC43 iXUGZFnuLgEholox £
tIhwepM7 Z6HLOWS6GHViwF I CUn7?w+kMEJETrNF RS L6vEHIB 1w YZF wSVE3hA19
G9LpAdOS MG ML TrwC+21eFgWeClpk40kCExORA40 ]l erbolms 15g690+ecnyyRRD + b
fY51cQfcoydlrnEn3iMELNSaxMBVe0EGEhwlovlUpl zyesCfr iupudGaQiVAP3 Axfh
1gk3J3I64TEBmGulijeBUrt ZFZTZN0Z0ER70EB1 2BFax3 0cRLpwP 60GeDGu3E/ udsd
UnG2wQZ8LeDe fIQT+PS+7ENSFESa3NFREXYQtenZ E+xmnx REDS 6 A 1y jCFQiF +oh
XUV AgObglShekbhgOxrLxJORAFEEFGoNeG9xp 1520/ 022 C zNuF dEmsOWUEcnut k3
ONYS/EAThNMNHIgEP W4 =4 ] BmReJUy¥ov LeBO+HIz1 D3 rhEe XCGwYNSEADCERS +v
Sud¥y/ y0OgOgTEPxGgFA9IGht Jvh U9 RGF 23 T 1wl 6ksENoCDCy TP ZR+/ E4kCDE
vIneJfRYgijti4Tnp0rd0i<H/ £xTzPTFPlbod3FEIT2mo K/ eEHE/ 3 yEv Zxfum0el ﬂ

Step 2:
Right-click WinPT system tray icon. Choose ‘Current Window > Decrypt/Verify'.

Key Manager
Card Manager
File Manager

Edit Clipboard

Cliphoard 3

Syrmmetric
Encrypt
Prefi 3
T el references
i Abaut, .,

Exit

Step 3:

You need to enter your passphrase to decrypt/verify the message. Click ‘OK’ to proceed.
Sometimes, you will see other people names in the list (Bob, in this example). It means that
Alice is also encrypt the messages with Bob’s public key.

Encrypted with the following public keu(z)

Bob <bob@planetearth.coms [ELG, 029338B542)
Cathering Dee <catherine. dee@mymail org> (ELG, OkBOBDEASE]

You need a passphrase to unlock the secret key for
uzer: "Catherine Dee <catherine. dee@mymail.org>"
ELG key, ID 28E4F 445 [main key |D BOBDEASE]

Pleaze enter your pazsphraze

¥ Hide Typing

0K | Cancel |

Step 4:
WiInPT will decrypt the message and verify its signature. Click ‘OK’ to proceed.
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WinPT Verify i x|

Signature Status: Created with a Fully trusted key

The signature is good.

signature made: 28-Jun-06 15:49:08

From "Alice <alice@somewhere.net =" using key 1D 0x20098928

Step 5:

WinPT will display the plaintext message in the Clipboard Editor

x|
Hi.

GPG encrypts messages using asymnmnetric keypairs indiwvidually generated by GPG
uszer=z. The resulting public keys can be exchanged with other users in a
variety of ways, such as Internet key servers. They must always be exchanged
carefully to prevent identity spoofing by corrupting public key ? 'owner!'
identity correspondences. It i= also pos=ible to add a cryptographic digital
signature to a ge., =o the ge integrity and sender can be verified.
if a particular correspondence relied upon has not been corrupted.

GPG doe= not use patented or otherwise restricted software or algorithns,
including the IDEA encryption algorithm which has been present in PGP almost
from the beginning. Instead, it usesz a wvariety of other, non-patented
algorithms such as CASTS, Triple DES, AES, EBElowfish and Twofish. It iz still
possible to use IDEA in GPG by downloading a plugin for it, however this nay
require getting a license for zome uses in =ome countries in which IDELA i=s

patented.

Fegards.

Alice

" Add quotes Copy Clear Save Load | Clo=e I

You can read the message in the Clipboard Editor and then click ‘Clear’ to ensure that the
plaintext message will remain secret. But, of course, you can save this plaintext message
into an ordinary text file by clicking ‘Save’. Click ‘Close’ to end Clipboard Editor.

If Alice attach encrypted files in her e-mail, you should save the attachments in a folder and
decrypt it. Please refer to ‘Decrypting Files’ section for more information.

Encrypting Files

GPG4WIN, through its GPGee modules, provide encrypting/decrypting files feature thorugh
it context menu. You can use this feature to protect your confidential file, either in your
harddisk or in e-mail attachments.

If you are going to compress the files to reduce their size and then encrypt them, your
should know two things:

1. You might want compress the files first and then encrypt them. It is almost useless
to compress encrypted files because encryption algorithm will reduce (or eliminate)
redundancy in digital data for —of course—security reason.

2. GPG core modules has bulit-in compression library (zlib). It means that whenever
you encrypt files, GPG will automatically compress them using that library. In most
cases, you do not need to compress them using seperate compression tools.

Allright, let’'s encrypt a file.

Step 1:
Right-click on the file. Choose ‘GPGee > Sign & Encrypt’
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Taools  Help

earch ‘EE]Folders 4 | WX = | BE-

| Size | Type

| Maodified

437 KB

Text Docurment

& Encrypt

Scan with OfficeScan Client
Open With
I ZipGenius

. F@Encrypt (PK)
‘ FEncrypt (Symmetric)

Send To

g [ Configure

Cut
Copy

Create Shorkout
Delete
Rename

Propetties

Step 2:

Now, depending on your objective, you may choose which key(s) you are going to use. If:

1.

2.

you are going to send this file to Alice and Bob as an e-mail attachment, you
should encrypt it using their public keys.

you are going to encrypt the file to protect it from everybody but you, you should
encrypt it using your key and wipe the original (plaintext) file. Refer to ‘Wiping
Files’ section for detailed information about wiping files.

For this example, we are going to send that file to Alice and Bob as e-mail attachments. Put
check marks on Alice’s and Bob’s key, and click ‘OK’.

#7 Sign/Encrypt Files 2lx|

Encryption Key Selection:

Mlame I Keyldd I Size I Type I “aliclity I

Alice =alicei@somewvhere net= 020098023 2048 ELG  Ful

Buok <bobi@planstearth.com= Ox4FAFDAAT 2048 ELG Full

D Catherine Dee =catherine.dee@mymail.a.. Ox28E4F 443 2048 ELG Uttimate
K.ey Groups: | lz“ - gﬁ -
Sigring Keys: |Catherine Dee <catherine.dee@mymail orgr [D5A/0x23E FA45) e ‘
—Signature Options——— ~Encryption Option: Hizc. Option:

" Mone " Mone [~ Text output [ASCH Armor]

Text input [textmode - see help)
& Attached L 2 Ll .
2 Sl 1 e @ Fublickey [~ Make source files read only
= Detached = Symmetiic ¥ &ppend to existing signatuies:

o]

Cancel

Help

Step 3:

Enter the passphrase and click ‘OK’.

Enter passphrase: ]

Y¥ou need a passphrase to unlock the following secret key:

Uszer: |Catherine Dee <catherine.dee@mymai. org>

2OE4FA4S | Type:  [DSA | Size:

I

1024 | pate: 23-Jun-0B

Enter passphrase:

[+ Hide Typing

o |

Cancel
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10.

Step 4:

The new encrypted file (with .gpg extension) will be placed in the same folder. Note that the
encrypted file (usually) has smaller size than the plaintext file. You can attach this encrypted
file to your encrypted e-mail message to Alice and Bob.

Tools  Help

arch ||:E3Folders ) | BEXe | Ed-

X || Mame ¢ [ Size | Type
pricelist.txk 437 KB Text Document
pricelist.txt.gpg 137 KB GPG File

Decrypting Files

GPGee context menu will automatically detect .gpg, .pgp, .asc, .sig extension file as
encrypted file. This is how to decrypt it:

Step 1:
Right-click on the encrypted file and choose ‘GPGee > Verify/Decrypt’

Tools  Help

ch |%Fnlders @H{SEB X '@"

X || Mame ¢ | Sizel Type | IModifies
Windows. pdf. gp 152 KB__cDe Fig
Open
Edit
Prink

& & averify/Decrypt
Scan with OfficeScan Client [ Canfigure |

Open With 3
IE# ZipGenius 3

Step 2:
Enter your passphrase and click ‘OK’.

Enter passphrase: I

You need & passphtase to unlock the following secret key:

User: |Catherine Dee <cathenne. dee@@mymail. orgs |

D BOBDEAEE | Type: W Size:  [1024 | pate:  [23-JunB

Enter passphrase: ¥ Hide Typing

[k I Cancel

Step 3:
The report window will be displayed, click ‘OK’.
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1.

11

2l x|

Filename | Type I
/D:\Reys\List ANGruPG Windows.pdf. gpg Mezzage
Successfully decrypted and written to file "Dikeys\List AGnuP G Windows. pdf.
Good SHA1-hashed signature made by Alice =alice@somewhere.net=
(DEAD:20098928) on 29-Jun-06 03:43:01.

|

Step 4:

The decrypted file will be put in the same folder.

Tools  Help

sarch |%Fulders @ | [Ez TB # B | [Ed-

| Size | Type
152 KB GPG File
161 KB  PDF Document

If you delete files using Del or Shift-Del key or emptying Recycle Bin, the files will leave
‘traces’ in the storage media (harddisk, USB flash disk, or other storage media). Eve, for
example, could use file recovery tool to recover the original files by analyzing this ‘trace’.
This process is called ‘file/data recovery’ or ‘undelete’.

You can sweep these ‘traces’ away and truly erase files by overwriting it several times using
some defined binary pattern. This is called wipe (or shred or purging) process. WinPT
provide several pattern mode in wiping'®.

Wiping utility is a complement for encryption utility. Imagine this situation: Alice sent some
encrypted secret documents to Bob. Eve, Bob’s adversary, has access to his computer
harddisk. Eve wants to recover the plaintext secret documents so that she can sell it to the
higest bidder, but all she gets are the encrypted files. Does it means Bob’s and Alice’s
secrets are safe? Maybe not. If Bob decrypt the files, read them, and then delete the
plaintext files using Shift-Del combo, Eve could simply use file recovery tool to recover the
plaintext files. And then, the encryption is futile.

Selecting Wipe Mode

Step 1:
Right-click on WinPT system tray icon. Choose ‘Preference > WinPT .

1% For detailed information: http://en.wikipedia.org/wiki/Data_remanence#Standard_patterns_for_purging

Page 24



GPGAWIN User's Guide

Key Manager
Card Manager
File Manager

Edit Clipboard

Clipboard 3
Current Window  »

Exit

Step 2:

Pick wipe mode (method) on ‘Select wipe mode’ dropdown list. The ‘Simple’ mode is the
quickest mode, but the least secure. The ‘Gutmann’ mode is the slowest mode, but the
most secure.

@,__‘ WinPT Preferences x|

— General option:

¥ Do not use any temporary files
¥ Use clipboard viewer to display the plaintest

I~ Skip key validation and assume that keys are always fully fusted
‘Word wrap cleartext signatures at colurmn ID_

Cache pazzphrazes for 'n' minutes ID [CTRL+ALT+F ta clear the

Select wipe mode Is\mple 'l

r— Clipboard hotkeys Currenl
Encrypt CTRL+ALT + I_ Enciyp Gutmann
Decryptiverfy CTRL+ALT + I— Decryptsverify ALT+SHIFT+ I_

Sign CTRL+ALT+ I_ Sign ALT+SHIFT + I_
Sign % Encrypt CTHL+ALT+|_ Sign & Encrypt ALT+SHIFT+ I_

1.2 Wiping Files

You can wipe several files at once. Be very careful: it is very hard (if not impossible) to
recover wiped files.

Step 1:
Right-click on WinPT system tray icon. Choose ‘File Manager’.

Key Manager
Card Manager
File Manager

Edit Clipboard

Clipboard 3
Current Window  »

Preferences »

—  About..,
Exit

Step 2:

From File Manager menu, choose ‘Always on Top’, This is not mandatory step, but it would
be much easier to drag-n-drop files from Windows Explorer to the File Manager if the File
Manager always on top.
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@..\_:_File Manager {use drag & drop to add files) =1o]x]

Status | Operation |

Step 3:
Drag-n-drop the files from Windows Explorer to the File Manager windows.

5 Help

(2 Folders @“E IEB o ‘ E-

X

@,___File Manager (use drag & ﬂ'r_ou_ _|- _|E| Ll

File Edit ‘iew
Statug | Mame | Operation |
UNEMOWN [:MBEShengine32.cab
LINENOWMN D:4BEShdataZ cab
LINENOWHN D:SBEShdatal hdr
LIMEMOWN Di:MEEShactionzite. afum
LINKNOWN D:4BEShdatal cab

Step 4:

Choose ‘Edit > Select All' at File Manager window.

@.,__‘ File Manager (use drag & drop to add files) ] |
File | Edit Wiew

Paste
sl - Operation

Send|as Mai

Prefierences

[1 Object(s) marked 410 KB

Step 5:
The confirmation dialog box will appear. Click ‘Yes’ to wipe these files.

Are you sure you want to .

[:%BE Shactionsite. afsm
[:YBES\datal.cab
D:ABEShdatal hd
[:%BES\dataZ cab
[D:MBEShengine32 cab

113 Wiping Free Space
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Instead of wiping files, you can wipe the storage media’s free space. This is very useful to
sweep ‘traces’ of previously deleted files. Alice could reformatted her old harddisk and use
this feature to ensure that nobody could retreive her secret documents when she dumped
her old harddisk in trashcan (or gave it away to someone else).

Step 1:
Right-click on WinPT system tray icon. Choose ‘File Manager’.

Key Manager
Card Manager

File Manager

Edit Clipboard

Clipboard 3

Current Window » |
= Preferences r [
—  About... ol

Exit

Step 2:
Choose ‘File > Wipe Free Space’

File Manager {use drag & drop to add files) B ] [ |
File Edit Wiew

Oper. ..
List Packets
Calc Digest. 3

| Operation |

Encrypt
Encrypt into ZIP
Decrypt

Symmmetric

Sign & Encrypt
Sign
Yerify

Step 3:
The Wipe Free Space dialog box will appear. Choose drive to wipe. Click ‘OK’ to proceed.
x|

Free Space ‘wiper

The procedure will ovenawite the free space with random
pattern of the specified diive to make sure that na sentensive
data will remain. If you delete a file, the sections are marked
az deleted but the data iz still available and can be easily
Tecovered

*t'ou should shutdawn or disable all pragrams with write
aceess: ta the disk az long as the process runs

Drive: Statishic:
Total Capacity: 18597568k
Free Space : 107739917k

e 0 Offset 0
rive to wipe I vl =
|

Operation Status: None.

Cancel

Step 4:
A status message will appear after the wiping process complete.
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Dirive to wipe: IF;\ 'I Offzet g

Size
Operation Status: Done.

oK I Cancel
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12. Appendix A: GNU Free Documentation License

Version 1.2, November 2002

Copyright (C) 2000,2001,2002 Free Software Foundation, Inc. 51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful document "free" in the sense of freedom: to
assure everyone the effective freedom to copy and redistribute it, with or without modifying it, either commercially or noncommercially.
Secondarily, this License preserves for the author and publisher a way to get credit for their work, while not being considered
responsible for modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the document must themselves be free in the same sense. It
complements the GNU General Public License, which is a copyleft license designed for free software.

We have designed this License in order to use it for manuals for free software, because free software needs free documentation: a free
program should come with manuals providing the same freedoms that the software does. But this License is not limited to software
manuals; it can be used for any textual work, regardless of subject matter or whether it is published as a printed book. We recommend
this License principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice placed by the copyright holder saying it can be
distributed under the terms of this License. Such a notice grants a world-wide, royalty-free license, unlimited in duration, to use that work
under the conditions stated herein. The "Document”, below, refers to any such manual or work. Any member of the public is a licensee,
and is addressed as "you". You accept the license if you copy, modify or distribute the work in a way requiring permission under
copyright law.

A "Modified Version" of the Document means any work containing the Document or a portion of it, either copied verbatim, or with
modifications and/or translated into another language.

A "Secondary Section" is a named appendix or a front-matter section of the Document that deals exclusively with the relationship of the
publishers or authors of the Document to the Document's overall subject (or to related matters) and contains nothing that could fall
directly within that overall subject. (Thus, if the Document is in part a textbook of mathematics, a Secondary Section may not explain any
mathematics.) The relationship could be a matter of historical connection with the subject or with related matters, or of legal,
commercial, philosophical, ethical or political position regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as being those of Invariant Sections, in the notice
that says that the Document is released under this License. If a section does not fit the above definition of Secondary then it is not
allowed to be designated as Invariant. The Document may contain zero Invariant Sections. If the Document does not identify any
Invariant Sections then there are none.

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or Back-Cover Texts, in the notice that says
that the Document is released under this License. A Front-Cover Text may be at most 5 words, and a Back-Cover Text may be at most
25 words.

A "Transparent" copy of the Document means a machine-readable copy, represented in a format whose specification is available to the
general public, that is suitable for revising the document straightforwardly with generic text editors or (for images composed of pixels)
generic paint programs or (for drawings) some widely available drawing editor, and that is suitable for input to text formatters or for
automatic translation to a variety of formats suitable for input to text formatters. A copy made in an otherwise Transparent file format
whose markup, or absence of markup, has been arranged to thwart or discourage subsequent modification by readers is not
Transparent. An image format is not Transparent if used for any substantial amount of text. A copy that is not "Transparent" is called
"Opaque”.

Examples of suitable formats for Transparent copies include plain ASCII without markup, Texinfo input format, LaTeX input format,
SGML or XML using a publicly available DTD, and standard-conforming simple HTML, PostScript or PDF designed for human
modification. Examples of transparent image formats include PNG, XCF and JPG. Opague formats include proprietary formats that can
be read and edited only by proprietary word processors, SGML or XML for which the DTD and/or processing tools are not generally
available, and the machine-generated HTML, PostScript or PDF produced by some word processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages as are needed to hold, legibly, the material

this License requires to appear in the title page. For works in formats which do not have any title page as such, "Title Page" means the
text near the most prominent appearance of the work's title, preceding the beginning of the body of the text.

Page 29



GPGAWIN User's Guide

A section "Entitled XYZ" means a named subunit of the Document whose title either is precisely XYZ or contains XYZ in parentheses
following text that translates XYZ in another language. (Here XYZ stands for a specific section name mentioned below, such as
"Acknowledgements", "Dedications", "Endorsements", or "History".) To "Preserve the Title" of such a section when you modify the
Document means that it remains a section "Entitled XYZ" according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that this License applies to the Document. These
Warranty Disclaimers are considered to be included by reference in this License, but only as regards disclaiming warranties: any other
implication that these Warranty Disclaimers may have is void and has no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or noncommercially, provided that this License, the
copyright notices, and the license notice saying this License applies to the Document are reproduced in all copies, and that you add no
other conditions whatsoever to those of this License. You may not use technical measures to obstruct or control the reading or further
copying of the copies you make or distribute. However, you may accept compensation in exchange for copies. If you distribute a large
enough number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may publicly display copies.
3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of the Document, numbering more than 100, and
the Document's license notice requires Cover Texts, you must enclose the copies in covers that carry, clearly and legibly, all these
Cover Texts: Front-Cover Texts on the front cover, and Back-Cover Texts on the back cover. Both covers must also clearly and legibly
identify you as the publisher of these copies. The front cover must present the full title with all words of the title equally prominent and
visible. You may add other material on the covers in addition. Copying with changes limited to the covers, as long as they preserve the
title of the Document and satisfy these conditions, can be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first ones listed (as many as fit reasonably) on
the actual cover, and continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100, you must either include a machine-readable
Transparent copy along with each Opaque copy, or state in or with each Opaque copy a computer-network location from which the
general network-using public has access to download using public-standard network protocols a complete Transparent copy of the
Document, free of added material. If you use the latter option, you must take reasonably prudent steps, when you begin distribution of
Opaque copies in quantity, to ensure that this Transparent copy will remain thus accessible at the stated location until at least one year
after the last time you distribute an Opaque copy (directly or through your agents or retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the Document well before redistributing any large number of copies, to
give them a chance to provide you with an updated version of the Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of sections 2 and 3 above, provided that you
release the Modified Version under precisely this License, with the Modified Version filling the role of the Document, thus licensing
distribution and modification of the Modified Version to whoever possesses a copy of it. In addition, you must do these things in the
Modified Version:

* A. Use in the Title Page (and on the covers, if any) a title distinct from that of the Document, and from those of previous versions
(which should, if there were any, be listed in the History section of the Document). You may use the same title as a previous version if
the original publisher of that version gives permission.

* B. List on the Title Page, as authors, one or more persons or entities responsible for authorship of the modifications in the Modified
Version, together with at least five of the principal authors of the Document (all of its principal authors, if it has fewer than five), unless
they release you from this requirement.

* C. State on the Title page the name of the publisher of the Modified Version, as the publisher.

* D. Preserve all the copyright notices of the Document.

* E. Add an appropriate copyright notice for your modifications adjacent to the other copyright notices.

*F. Include, immediately after the copyright notices, a license notice giving the public permission to use the Modified Version under
the terms of this License, in the form shown in the Addendum below.

* G. Preserve in that license notice the full lists of Invariant Sections and required Cover Texts given in the Document's license notice.

*H. Include an unaltered copy of this License.

* 1. Preserve the section Entitled "History", Preserve its Title, and add to it an item stating at least the title, year, new authors, and
publisher of the Modified Version as given on the Title Page. If there is no section Entitied "History" in the Document, create one stating
the title, year, authors, and publisher of the Document as given on its Title Page, then add an item describing the Modified Version as
stated in the previous sentence.

* J. Preserve the network location, if any, given in the Document for public access to a Transparent copy of the Document, and
likewise the network locations given in the Document for previous versions it was based on. These may be placed in the "History"
section. You may omit a network location for a work that was published at least four years before the Document itself, or if the original
publisher of the version it refers to gives permission.
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* K. For any section Entitled "Acknowledgements" or "Dedications”, Preserve the Title of the section, and preserve in the section all
the substance and tone of each of the contributor acknowledgements and/or dedications given therein.

* L. Preserve all the Invariant Sections of the Document, unaltered in their text and in their titles. Section numbers or the equivalent
are not considered part of the section titles.

* M. Delete any section Entitled "Endorsements". Such a section may not be included in the Modified Version.

*N. Do not retitle any existing section to be Entitled "Endorsements” or to conflict in title with any Invariant Section.

* 0. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary Sections and contain no material
copied from the Document, you may at your option designate some or all of these sections as invariant. To do this, add their titles to the
list of Invariant Sections in the Modified Version's license notice. These titles must be distinct from any other section titles.

You may add a section Entitled "Endorsements", provided it contains nothing but endorsements of your Modified Version by various
parties--for example, statements of peer review or that the text has been approved by an organization as the authoritative definition of a
standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words as a Back-Cover Text, to the end of
the list of Cover Texts in the Modified Version. Only one passage of Front-Cover Text and one of Back-Cover Text may be added by (or
through arrangements made by) any one entity. If the Document already includes a cover text for the same cover, previously added by
you or by arrangement made by the same entity you are acting on behalf of, you may not add another; but you may replace the old one,
on explicit permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission to use their names for publicity for or to assert or
imply endorsement of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this License, under the terms defined in section 4 above for
modified versions, provided that you include in the combination all of the Invariant Sections of all of the original documents, unmodified,
and list them all as Invariant Sections of your combined work in its license notice, and that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple identical Invariant Sections may be replaced with a single
copy. If there are multiple Invariant Sections with the same name but different contents, make the title of each such section unique by
adding at the end of it, in parentheses, the name of the original author or publisher of that section if known, or else a unique number.
Make the same adjustment to the section titles in the list of Invariant Sections in the license notice of the combined work.

In the combination, you must combine any sections Entitled "History" in the various original documents, forming one section Entitled
"History"; likewise combine any sections Entitled "Acknowledgements", and any sections Entitled "Dedications". You must delete all
sections Entitled "Endorsements."

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released under this License, and replace the individual
copies of this License in the various documents with a single copy that is included in the collection, provided that you follow the rules of
this License for verbatim copying of each of the documents in all other respects.

You may extract a single document from such a collection, and distribute it individually under this License, provided you insert a copy of
this License into the extracted document, and follow this License in all other respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and independent documents or works, in or on a volume of a
storage or distribution medium, is called an "aggregate” if the copyright resulting from the compilation is not used to limit the legal rights
of the compilation's users beyond what the individual works permit. When the Document is included in an aggregate, this License does
not apply to the other works in the aggregate which are not themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the Document is less than one half of
the entire aggregate, the Document's Cover Texts may be placed on covers that bracket the Document within the aggregate, or the
electronic equivalent of covers if the Document is in electronic form. Otherwise they must appear on printed covers that bracket the
whole aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute translations of the Document under the terms of section 4.
Replacing Invariant Sections with translations requires special permission from their copyright holders, but you may include translations
of some or all Invariant Sections in addition to the original versions of these Invariant Sections. You may include a translation of this
License, and all the license notices in the Document, and any Warranty Disclaimers, provided that you also include the original English
version of this License and the original versions of those notices and disclaimers. In case of a disagreement between the translation and
the original version of this License or a notice or disclaimer, the original version will prevail.
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If a section in the Document is Entitled "Acknowledgements", "Dedications”, or "History", the requirement (section 4) to Preserve its Title
(section 1) will typically require changing the actual title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly provided for under this License. Any other
attempt to copy, modify, sublicense or distribute the Document is void, and will automatically terminate your rights under this License.
However, parties who have received copies, or rights, from you under this License will not have their licenses terminated so long as
such parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation License from time to time. Such new
versions will be similar in spirit to the present version, but may differ in detail to address new problems or concerns. See
http://www.gnu.org/copyleft/.

Each version of the License is given a distinguishing version number. If the Document specifies that a particular numbered version of
this License "or any later version" applies to it, you have the option of following the terms and conditions either of that specified version
or of any later version that has been published (not as a draft) by the Free Software Foundation. If the Document does not specify a
version number of this License, you may choose any version ever published (not as a draft) by the Free Software Foundation.

How to use this License for your documents

To use this License in a document you have written, include a copy of the License in the document and put the following copyright and
license notices just after the title page:

Copyright (c) YEAR YOUR NAME.

Permission is granted to copy, distribute and/or modify this document

under the terms of the GNU Free Documentation License, Version 1.2

or any later version published by the Free Software Foundation;

with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled "GNU

Free Documentation License".

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace the "with...Texts." line with this:

with the Invariant Sections being LIST THEIR TITLES, with the
Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other combination of the three, merge those two alternatives to suit the
situation.

If your document contains nontrivial examples of program code, we recommend releasing these examples in parallel under your choice
of free software license, such as the GNU General Public License, to permit their use in free software.
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